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UNITED STATES FORCES KOREA
INSTRUCTION

FKRM USFKI 5760.01A
DISTRIBUTION: A, B 01 May 2026

RECORDS MANAGEMENT (RM) POLICY FOR
HEADQUARTERS (HQ) UNITED STATES FORCES KOREA (USFK)

Reference(s): See Enclosure F

1. Purpose. In accordance with references at Enclosure F, this instruction provides
policy and guidance for HQ USFK in the conduct of Records Management (RM) to
ensure that records, regardless of its form or characteristics, possess authenticity,
reliability, and maintain integrity and usability throughout the record’s lifecycle.

2. Superseded/Canceled. This instruction supersedes USFK Instruction 5760.01,
Records Management (RM) Policy for Headquarters (USFK, dated 12 October 2022.

3. Applicability. This instruction applies to USFK personnel (military service members,
federal government civilians, Korean nationals, Korean Augmentee to the U.S. Army,
and U.S. contractors) who are assigned, attached, or on temporary duty to USFK. This
instruction does not apply to: United Nations Command, Combined Forces Command,
service-specific records, including, but not limited to, Eighth Army, Seventh Air Force,
Naval Forces Korea, Marine Forces Korea, and Special Operations Command Korea.

4. Policy.

a. The command is committed to an efficient and effective RM including meeting
legal requirements for records retention and privacy protection, optimizing the use of
space, minimizing the cost of records retention, and properly disposing of records. This
instruction applies to all records, regardless of format, physical form (hard copy or
electronic), or characteristics.

b. 36 C.F.R. §1236 mandates RM by federal agencies and it is the responsibility of

USFK personnel to ensure records are created, maintained, and disposed of in
accordance with CJCSM 5760.01B, Vol. | and Vol. Il.
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c. Failure to comply will hinder the command’s ability to efficiently and effectively
accomplish the mission and could result in fines, imprisonment, or both if willingly or
unlawfully concealing, removing, mutilating, or destroying of records under 18 U.S.C. §
2071 or other applicable laws.

d. All USFK personnel shall complete the USFK RM General Awareness course
located at the Joint Knowledge Online (JKO) Portal course number US001.

4. Definitions. See Glossary (GL).

a. Record includes all recorded information, regardless of form or characteristics, made
or received by a federal agency under federal law or in connection with the transaction of
publicbusiness and preserved or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the United States Government or because of the
informational value of data in them.

b. File Plan is plan designating the physical location(s) at which an agency’s files
are to be maintained, the specific types of files to be maintained there, and the
organizational element(s) having custodial responsibility. Also: A document containing
the identifying number, title or description, and disposition authority of files held in an
office.

5. Summary of Changes. This instruction:

a. Incorporate changes from CJCSM 5760.01B Vol. Il and Il dated 7 June 2024.
b. Remove references to “Electronic System Functional Manager.”
c. Added RM Form 06, USFK Entrance/Exit Interview.

d. Updated Principal Records Officer (PRO) and Records Custodian (RC)
appointment memorandum.

e. Added RM Form 15, USFK electronic Records (eRecords).
f. Added RM Form 11, USFK Assessment Checklist.
g. Added RM Form 10, Essential Record (ER) Protection Plan Checklist form to

supplement the USFK ER Management (ERM) Program and Continuity of Operations
Plan (COOP).
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6. Responsibilities.

a. Senior Records Officer (SRO). The Secretary Joint Staff (SJS) Director will
serve as the SRO and the SJS Deputy Director as the alternate SRO.

(1) Oversees the USFK RM Program and ensures that the USFK Command
Records and Information Manager (CRIM) develops policies, procedures, and executes
the USFK RM Program in accordance with U.S. Indo-Pacific Command
(USINDOPACOM), Joint Staff (JS), Department of War (DoW), National Archives
Records and Administrator (NARA), and federal directives.

(2) Designates in writing the USFK CRIM to administer, manage, and execute
the USFK RM Program and provides a copy of designation memorandum to
USINDOPACOM Command Records Manager (CRM).

(3) Reviews the performance of the USFK RM Program and proposes changes
and improvements if needed.

(4) Supports and promotes the USFK RM Program.
b. Command Records and Information Manager (CRIM)

(1) Administers, manages, and executes the USFK RM Program by developing
policies, procedures, instructions, awareness, and training in accordance with
USINDOPACOM, JS, DoW, NARA, and federal directives. Reviews, monitors, audits,
and evaluates the overall performance of the USFK RM Program, and when needed,

proposes changes and improvements.

(2) In conjunction with USFK Command Historian develops procedures to
ensure the preservation of historical records.

(3) Establishes standards for record-keeping.

(4) Establishes a uniform RM electronic records filing system and manages file
plans for currency.

(5) Provides RM advice and assistance to USFK personnel.

(6) Disseminates RM information concerning governing directives and
administrative rules.

(7) Provides instructions and trains Records Custodians (RC).

(8) Ensures the disposition of USFK records carried out in accordance with
applicable policies and procedures.
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(9) When required, maintains and submits RM reports to USINDOPACOM,
JS, and NARA.

(10) Conducts assessments of USFK RM program to identify RM non-
compliance and reports findings to SJS and INDOPACOM CRM,; assists RCs with
correcting non-compliance using RM Form 11, USFK RM Assessment Checklist at
Enclosure E.

(11) Approves all requests for transfer and destruction of records.

(12) Assists and provides guidance to RCs for the proper procedures to
capturing, and transferring of permanent email accounts to the National Archives.

(13) Assists RCs, Knowledge Management, Information Management Officer,
and Communications and Information Technology with the development,
implementation, and maintenance of administrative, descriptive, preservation, and
technical metadata schemas.

(14) Trains and advises directorate/special staff RCs on identifying essential
records and establishes a records disaster and recovery plan to ensure the preservation
of essential records.

(15) Assists Records Custodians (RC) with the proper maintenance and
disposition of RM Form 06, Entrance-Exit Interview.

c. Staff Principals (Directorate/Special Staff).

(1) Carries out the policies and procedures established by USFK for the
efficient and economical management of records.

(2) Adequately documents the transaction of government business and the
services, programs, and duties for which the principal heads and their staff are
responsible for.

(3) Maintains the records in their care and ensures that the disposition of
records are in accordance with applicable policies and procedures.

(4) Designates in writing, a primary Principal Records Officer (PRO) for each
directorate and special staff (see sample at Enclosure B, Sample PRO Appointment
Memorandum) and forwards the signed letter to the CRIM.

(5) Designates in writing on one appointment letter, all primary and alternate
RCs for each office of record under their directorate or special staff purview (see sample
at Enclosure B, Sample RC Appointment Memorandum) and forwards the signed letter
to the CRIM. If an office of record is not large enough to designate an alternate RC,
then no alternate RC is required.

4
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d. Supervisors
(1) Ensure that subordinates know what types of records they are creating and
maintaining; to include subordinates completing and signing the RM Form 06,
Entrance/Exit Interview at Enclosure A).

(2) Designate RM responsibilities in job or position descriptions, and similar
statements.

e. Principal Records Officer (PRO)
(1) Ensures that all RCs under their purview carry out USFK RM policies and

procedures. The PRO is the primary point of contact for RM-related matters in each
directorate/special staff; for smaller directorates/special staffs, a PRO can also be a RC.

(2) Completes the PRO/RC training within 60 days after initial appointment.
This training can be scheduled through the CRIM.

(3) Provides guidance to directorate/special staff RCs on RM matters.
f. Records Custodian (RC)

(1) Carries out USFK RM policies and procedures. The RC is the primary point
of contact for records-related matters for each office of record.

(2) Completes the PRO/RC training within 60 days after initial appointment.

(3) Disseminates pertinent RM information to office of record personnel.

(4) Advises heads of directorate/special staff on RM matters.

(5) ldentifies essential records and with the assistance of the CRIM, and
establishes a disaster and recovery plan using RM Form 10, Essential Records

Protection Plan and Checklist at Enclosure F.

(6) With CRIM concurrence, properly disposes records in accordance with
records disposition schedule, and properly documents and files in official records
repository.

(7) Provides RM training to office of record personnel.

(8) Inventories records and develops file plans.
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(9) Applies the USFK standard naming convention for eRecords.

(10) Notifies the CRIM in the event of potential unlawful removal, defacing,
alteration, corruption, deletion, erasure, or other destruction of record.

(11) Contacts the CRIM prior to transferring records to another directorate,
special staff, or organization. Records Custodians capture and burn to a DVR the Non-
secure Internet Protocol Router Network and Secure Internet Protocol Router Network
email accounts of USFK Captone emails for general officers (GO), flag officers (FO),
and senior executive services (SES) prior to the departure of GO/FO/SES from
Headquarters USFK. Records Custodian will properly secure the DVR awaiting
guidance from the CRIM for transfer to the National Archives.

(12) Conduct an records entrance and exit interview of all Records Users (RU)
assigned to their office of record using RM Form 06, Entrance-Exit Interview (Enclosure
A) within 10 days of arrival and departure .

g. Records Users (RU)

(1) Complete and sign RM Form 06, Entrance-Exit Interview at Enclosure A and
ensure that their office of record RC files and maintains RM Form 06.

(2) Create and capture records to meet requirements for evidence of business
activity and drop off records at their office of record’s drop off records repository.

(3) Take appropriate action to protect the authenticity, reliability, integrity and
usability of the records created.

(4) Destroy/delete non-records when no longer needed for business.
(5) Notify supervisors or RCs if a record is accidently destroyed/deleted.
h. USFK Essential Records (ER) Holders

(1) Consult and work with their RC to conduct an inventory of essential records
and create an essential records plan.

(2) Conduct an annual assessment of their essential records program using RM
Form 10, ER Protection and Plan Checklist.

7. Records Management. Records must be dispositioned in accordance with the
CJCSM 5760.01B Volume Il, Joint Staff and Combatant Commands Records
Management Manual-Disposition Schedule.

8. Releasability. This manual is approved for public release, distribution is unlimited.
DoW components other federal agencies, and the public may obtain copies of this
manual through the internet located at the USFK Public Website or the USFK
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SharePoint Online Portal.

9. Effective Date. This instruction is effective upon receipt.

‘VI B. WOMACK
General, USA
Chlef of Staff

Enclosures:
A - RM Form 06, USFK Entrance/Exit Interview
B - Sample PRO & RC Appointment Memos
C -RM Form 15, USFK eRecords
D - RM Form 11, USFK RM Assessment Checklist

E - RM Form 10, USFK Essential Record Protection Plan Checklist
F - References
GL - Glossary
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ENCLOSURE A

RM FORM 06, ENTRANCE/EXIT INTERVIEW

United States Forces Korea (USFK) Records Entrance & Exit Interview

Purpose: To ensure that all United States Forces Korea (USFK) employees (miltary. Federal civilians,
contractors, and Korean Nationals) are aware of their responsibilities in the creation, maintenance, and
disposition of USFK and U S. Govermmment official records upon their assignment to and departure from USFK

Authority: Title 36 Code of Federal Regulation, Part 1220, Subchapter B, Records Management

Policy: it is the policy of USFK to ensure that all employees assigned, attached, or temporarily assigned
understand their responsibilities when creating, maintaining, and disposing of records. The entrance/exit
ntervievs shall be conducted within 10 days of assignment or 10 days prior to departure by the unit’s Records
Custodian (RC) and ensurz that the interview form is filed in the individual's personnel file.

Enforcement; Any indwidual who willfully or unlawfully conceals, removes, mutiiates, obiiterates, or destroys.
or attempts to do so, or. with intent to do so takes and carries away any record, proceeding, map, book, paper,
document. or other thing, filed or deposited with any clerk or officer of any court of the United States, or in any
public office, or with any judicial or public officer of the United States, shall be fined under this tiie or
impnsoned not more than three years, or both (Title 18 United States Code, Section 2071).

Objectives:
e To ensure that all records are created, maintained, and disposed of in accordance with USFK.
US Indo-Pacific Command (USINDOPACOM), Joint Staff (JS), Department of ‘War (DoW).
and Federal directives

e Toensure that records are not eroneously disposed or removed from USFK.
Procedure:

1. AmvalDeparture. When an employee is assigned (permanent or teniporary) or scheduled io depart
USFK, the supervisor must schedule an entrance/exi interview for the employee with the unit's RC.

2. Interview/Signature. Within 10 days of assignment or 10 prior 10 departure of the employee, the RC must
conduct an entrance and exit interview. Upon completicn of interview, the interviewee or employee will
sign and date the form and provided a copy.

3. File. The RC will ensure that the interview form is filed in their office of records’s electronic Documents-
Records records repository.

Employee's Name: Rank: Cateqory (Mil. Civ. Ctr. KLN or KATUSA):
Organization: ' Office:

HQ USFK

Arrival Date: Departure Date:

EnTance imeview.
| unorstand my resporsdiites when creatng, Mantanng. and disposng o records n 3ccorcance with USFK. USINDOPACORS, JS. DoD,
and Fecera dreaves

—
Empicyee’s Sgnature Date
Ext Imervew
1 Do you possess any LSFi Feoeral recorss (Intal by chooe)?  YES NO ___ W YES, orovdad ausonzaten

Z 1 3cknowl=dpe tha my Sttem2nt 6 tue 12 bast of my knov/edg2 and 4o Nt possess Any USFKIF aderal recacds

Emgicyee’s Sgnxture Dxe
See Reverse for Explanation of Terms (Form filed under 0900-03C, Records Management)

RM Form 06. USFK Records Entrance and Exit Interview, 20250811 (Previous Form Version is Obsolete)
Page 01 of 02

Enclosure A
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RM FORM 06, ENTRANCE/EXIT INTERVIEW (CONTINUED)

EXPLANATION OF TERMS REFERENCED IN INTERVIEW FORM

Office of Record is the administrative unit within which records are created or received and
accumulated in the course of its principal activity.

Record includes all recorded infonmation, regardless of fonm or charactenstics, made or received by a
federal agency under federal law or in connection with the transaction of public business and preserved
or appropriate for preservation by that agency or its legitimate successor as ev'dence of the
organization, functions, policies, decisions, procedures, operatons, or other activities of the United
States Government or because of the infonnmational value of data in them.

Records creation means the production or reproduction of any record

Records Custodian (RC) is the individual appointed to perfonn records management functions of
an office of record.

Records disposition means any activity with respect to:
(1) disposal of temporary records no longer necessary for the conduct of business by destruction
or donation
(2) transfer of records to Federal agency storage facilities or records centers;

(3) transfer to the National Archives of the United States of records detemined to have
sufficient histoncal or other value to warrant continued preservation; or
(4) transfer of records from one Federal agency to any other Federal agency

Records maintenance and use means any activity involving:

(1) location of records of a Federal agency;

(2) storage, retrieval, and handling of records kept at office file locations by or for a Federal
agency;

(3) processing of records by a Federal agency; or

(4) selection and utilzation of equipment and supplies associated with records and copying

Records Management is the planning, controlling, directing, organizing, training, promoting, and
other managerial activities related to the creation, maintenance and use, and disposition of
records to achieve adequate and proper documentation of Federal policies and transactions, and
effective and economical management of the agency operations.

RM Form 06. USFK Records Entrance and Exit Interview, 20250811 (Previous Form Version is Obsolete)
Page 02 of 02

Enclosure A
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SAMPLE PRINCIPAL RECORDS OFFICER (PRO) APPOINTMENT LETTER

HEADQUARTERS, UNITED STATES FORCES KOREA
OPC 371 BOX 27
APO AP 96271-9001

FKXX DD Mmm|YYYY

MEMORANDUM FOR FKRM RECORDS MANAGEMENT OFFICE

SUBJECT: PRINCIPAL RECORDS OFFICER (PRO) DESIGNATION LETTER FOR
“REPLACE THIS TEXT WITH APPROPRIATE DIRECTORATE/SPECIAL
STAFF”

1. Per USFKI 5760.01A, Records Management (RM) Policy for Headquarters U.S.
Forces Korea (USFK), paragraph 6.c.(4), the following person is appointed as the PRO:

NAME (LAST. FIRST INT.) | GRADE/RANK | D-PHONE OFF SYM | DEROS

2. Questions can be directed to POC at 75X-XXXX or Email.

Directorate/Special Staff Director/Deputy
Signature Block

Courtesy copy:

Office identified in the letter

USINDOPACOM Command Records
Manager

“IMPORTANT NOTE: REPLACE ALL BOLDED TEXT WITH APPLICABLE INFORMATION"

Enclosure B
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SAMPLE RECORDS CUSTODIAN (RC) APPOINTMENT LETTER

HEADQUARTERS, UNITED STATES FORCES KOREA
OPC 371 BOX 27
APO AP 96271-.9001

DD Mmm YYYY

MEMORANDUM FOR FKRM RECORDS MANAGEMENT OFFICE

SUBJECT: RECORDS CUSTODIAN (RC) DESIGNATION LETTER FOR
“REPLACE THIS TEXT WITH APPROPRIATE DIRECTORATE/SPECIAL
STAFF"

1. Per USFKI 5760.01A, Records Management (RM) Policy for Headquarters U.S.
Forces Korea (USFK), paragraph 6.c.(5), the following person is appointed as the
Primary RC:

NAME (LAST. FIRST INT.) | GRADE/RANK | D-PHONE OFF SYM | DEROS

2. Per USFK 5760.01A, paragraph 6.c.(5), the following person is appointed as the
Alternate RC:

Name Grade / Rank / Room Phone # ] Office Code / DEROS
3. Questions can be directed to POC at 75X-XXXX or Email.

Directorate/Special Staff Director/Deputy
Signature Block

Courtesy copy:

Office identified in the letter

USINDOPACOM Command Records
Manager

“IMPORTANT NOTE: REPLACE ALL BOLDED TEXT WITH APPLICABLE INFORMATION"

Enclosure B
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RM FORM 15, USFK ELECTRONIC (ERECORDS) FORM

USFK electronic Records (eRecords)

OFFICE OF RECORD: |RECORD HO. AND TITLE: ) SET TYPE:

i -1

SUBJECT:

PURPOSE: 75 cactre 3 corpizie 2R200708 3 £f Sirg 2 27802 70 12r-2RECOTTE VETAJETE (NERM) COTP art 3polaXicrs sysiems FI 13TpPe. JAXTs,
€628, CINTILT, 02CO7TONE. NVE3IGR OS5, NATLANE. NTCUreT ¢NiE. I(0HERS, STUdRS, 3605 &S | Irdiudng DNErgs & RACTS S0 N2RM Ap0ICTons5)sisTs.

INSTRUCTIONS:

T0 360 0rg M3 SEACANG TN COCLMTS 12COMS. 181 CliA "FIN™ and €% 1IN PagRa, Insart Flle_ ° 30T £& 201 W 3pQ CaDIé JRCUMSMETENCr0s 0 isan. 2nd (NO.
110 3). 171 2087 DISET 0N ITEOFINCE I2 69780 IPCMYAC TEICCITVED M1al JOQUMRTS 535 BUMmary $7531 | 5551 sgrea J0CUments, 312 £ X00UaLIS. egll Eview
TEMCRLAIM, NS 31d [NO. 4] "T'C4eQ £ 0793 TOCLIRAS 10T 238 4T (NO. S) SLpXrarg IocLmects e Octioraly 30<a Finally, Racovds Custodan (RC) v2Mes
coTpeEress of R Foim 15 oy sgng af e bonae of em ana elirg 1o Eettone Iom%ﬂ%—. F=20005 (€ DR =COTS fe006kery Corax: Dirssteraa Speca s RC or
USFK RECOTE & IFFMansn 33037 e 3ssi83rce 3 75522 or eTal USFeRecarIAlaragement army mil

NOTES: (1) E0 MOT PASIVCAD FROTECT CR ENCRYPT DOCUNENTI RECCRES 8 (25 TEE PASE (2 TO DRCP OFF RECORDS AND 1AMING COMVENTION

LIST OF CONTENTS
NO. TITLE
1 Final complete Signed SSS.
2 Signed approved/disapproved final document.
3 Legal Review Memorandum.
4 Original task documents, if applicable.
£ Supporting documents are optionally listed, if only a few (3 or less), recommend adding to "List of Contents.”
6
%
8
o
10
1
12
13
14
15

DESCRIPTION & COMMENTS:

Type a clear and concise descripton of staff action. etc. This is optional. but high encourage to provide background for future staff actions
similar to this one.

POC NAME & PHOMNE NO.: R-EE_QRDS CUSTODIAN SIGNATURE: DATE FILED:
RM FORM 15, USFK electronic Records (eRecords), 20250811 Page 01 of 02
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RM FORM 15, USFK ELECTRONIC (ERECORDS) FORM (CONTINUED)

Tips

WHERE TO DROP OFF RECORDS

Ciop off recards a1 the USFK Records Users Casier at the Soilowing link: ptips larmyvetsas sharepcint-md us‘su&umm&!mﬂm«ng
Action Ofcers of Records Users dick on agplicable DireciorataiSpec:dl Staf 0 drop off recerds.

DROP OFF RECORDS

CC DL C5 CCLND DCSASOFA] QG CH QD B HO 1O U KM PA PR PM L

I EY 13 14 J5 16 18

HAMING CONVENTION

Applying 3 naming conventicn provides the most eicent and effective means o fiing. searching. and retnewing dox frecords. it s the responsibilty of

the Records Custodian (RC) to the namng convention when fling the electronic record, but 5 b that Records Users (RU) or
on Officer apply the proper naming convention. Click here or on mage belowr 10 wiker the Naming Convention Recaords Management Training Aide on
Cenwention

= Auniform convention of naming e-files/records following a set of rules

+ A form of metadata tagging

* Ask 5Ws: 1-Where, 2 - Who, 3 - What, 4 - Which, & § - When
[: Use underscore () to separate the 5 Ws & use dash () within the 1 Where & 4 Which

- Example: pQO():(_JﬁLFKJ%lLTRjSecut|!y-Mgr-App1120220818 pdf

o 2
H*ﬂ- o«..-m.. Tyee Saby € 2 haranters Ouee vVerIWIDD Wie ke

* Fefar 10 yGur 00 Cf recond fg Clan fov M 0008 OF BONT ves

EXAMPLES OF COMMOHN RECORD HAMING CONVENTION

2-Wo J-what 4. Waea S-Whm CONPLETE NANING CONVENTION
0fce ot Recerd, Mg A oon (St fwrmon) t‘u hh 4“1 ‘ M posube al o-records must e saved nPLF,
PIMANART @ faCones Savad I PO A1 wrsion
muwnn
| [ Frwoeaam | HODOIH TAGE (91 4395100 Legpie s SIHA a8
S iwe | RNLO_TXEMLC_LTE_Secunty My A i1t ant
|
|
|
i T Ty e M | Trelam | GROOW TR CALTA 373 Towiy Mo @800 fapd 1
Schwdubes t | Creme CAL s 1 04F_FAC S CALDR Dok MISGN mag Pt of CA2F10M) |
| (calondar) | — S——— = N —— TR Sl SR S -
[ 754 ‘ Fraf | 3% T THOV G TR0 Fref Man H10N ot 1
| Orenmn (ORsENT ; | "
T Certmiene Ty | e { Teiloan oS Tlatmmetng | Tals TTHOTY FXEN CPAT T80 U 2 Doe 8 HISIT
| | (s 1) el el | | |
Coemact | i | T TTeineles | WU TRIEA_UTH NOVIASATIS A _JUNE it
[ R Coveiny |
| ‘ | HowentPaciyet WP |
Deremon 4 4P ' T UMM SR e Latramedrst mattle | £°2 Dey | U0 A DM SM_Dise JB_ 200t 201 par
Awsd | | ‘ ntas Aty | |
| | | 3803ng bl | | |
Erval L l W T Taei T laly ofesaniA Usstaee | PYYINRLD (01| BROIAIY_FA0_F mai_Nerang Grp Mides_Doe I_RGN G 2
| | | seatAmddsmaein ! ‘
! — S S— —
I [PotkaEn Pam | | 548 0%_19333_PU0_LR COOP 20190196 pat 1
| T ONER | TR AT A e B ]
I~ I s‘-f"? | TR0 0N THRAL PUL_Polcrto UM NPmcordsgne 2ot ot |
| | sy ooy | | |
‘! I | 1$1C | | 10040 _TIOC.8A 134C FO00 Mted1lt |
| |
T T T VT esinamatrsmedie [ W TR TRV K GO GeA Esew |
| | woNa ! gy | 208 02K _FRS) LV OF 11 XKIX-Chels_M3ee et saf
| A [ fvaas TVAL v nanstramime U200 _TWIA_[VAL DoeJis_MiR1itoa
| mtlaz® jersn saasn | |
Lo ESEY T, e uE ol ] Tele TRDUIY FIOA 337 Logpeie SPLONL TTMIZ N0 UTFR JOAEAL w734 101 et
W I Vow Elieuice | Lasteamatiamiade | Cplas | 0SS5 VA TA KTAM Choll SIR6758 pd 1
| : I~ | e T e | MRS PKSU TA KSC A NESHS pat |
i i i i i i
RM FORM 15, USFK electronic Records (eRecords), 20250811 Page 02 of 02

Enclosure C

UNCLASSIFIED



UNCLASSIFIED

ENCLOSURE D

USFKI §760.01A
01 May 2026

RM FORM 11, USFK RECORDS MANAGEMENT (RM) ASSESSMENT CHECKLIST

USFK Records Management (RM) Assessment Checklist

ORG/OFF SYMBOL: RECORDS CUSTODIAN (RC) PHONE:

PURPOSE:
Form available 3t USFK Racords Management SharzPort Onine sge unc<r the "Forms™ button. htips J ameye 1336 sharepoint<mul uss tes USFr R
REFERENCES: UZFKI£7¢001A. CJCSM £7¢0016. Vol. 1 8 Vol. 2. DoDD £4£C 11 3 DoC 5400 11R
CHECKLIST
Administrative Yes No NA

1 _|s Tare 3 current coontmant leter fied under records seres 0200-02-N. Add tonal Duty. Design . Celeg of Authorty?
2 1s RC @:sseminanng partnent R\ récmaten 10 office of resord personmned?

2 Is RC adwsing and ass stng heads of direczorataispe:al sta% cn RM maners?
Training ; Yes No NA
4 Has RC (inchsc na alterrate RC) completes USFK RM Level 2 PRORC Tranng?
£ Has (ndudng atemate RC) completec USFK RM Level 3, eecTonic Cocurents-Recorcs (=DR) Training?
€ Kas RC (ncacng Jliemate RC ) provided traning to parscanel unces hsher putven oe ofSice of recors?
Inventory/File Plan Yes No NA
7 Is he Se £lan up 0 d3te 3nd oproved by the Ccrrand Records & Infermaton Marager (CRM)?
& k3s RC familianz#c all personnel wacer hsher purvew wth the 1ocazoe of tre fie plan. ofic.a recorss. and re:ceds drop o
9 Is Jont S13% {JS) Form 30 JS RM Survey completec 3nd on & for unscheduled receras?
10 Are Essenta Racoms (ER). fermerty Vit Recoros Eacked up 8 10333 n another lo¢abon O coser than 30 mies from arrent oz xon?
[L11_Are ER uceated 3s oRen 3s pOssibie’
Records Repository Yes No NA
12 Cces the RC kncw hew 0 3ccess the eDR?
13 IS e e-TROOTS repoS 0Ny s2t up wth the 3coroora™ access corTols (401 access fer CRIM, imsed 3coess for RC & reag-ony for af otrers 7

1 Are ereccrds repnstones s=i up properly on tcth NIPR & SIPR? CENTRIX-K should not hald USFK e~ecords
Creation/Receipt Yes No NA
12 Are contarers, drawers, binogess. guiGe caros. 3 “o<er prepediy abeied”
1€ Are Te coces pl3ce0 3t the op-nght comer of physical reccros™ crampre. Fue TSR3
17 Are namng conventons appeo O e-recorts?
The £Ws (1) \Where (Records Senes No ); (2) \WWho {OFce); (31 What (Tyge). (4) Which (Suty) & When (YYYYWMMDD)
12 Fave eMEcrary e-reeorcs been sIved 35 3 PLCF™?
18  Have perrranen: e-records teen saved as 3 'PC+ A1™?
Kave o213l e-records resuding m approved Emails and Social Mada (Faoebook Twiter, mi=met, etc ) been moved to appropnat: eDR re<cros
regcsicry and properly appled naming ccnventen?

Maintenance/Use Yes No NA

2C Is sicrage of reccrds both phys cal a=d elearonic (rduding emal racceos) S n an IpEreved SICrage container, server, of Cev.oe

| gesanaied 3s the offical recards (ncludes e-recorcs ) reoos socry?

21 Are actve and nactve pacer hardcopy files stered n an area safe from environmental cargers (water, fre. nsects. etc.) wd IpFreprate

temgerature and hurndily controls?

22 Are actve & nacive 3udiovsual rRcords and records on electronic sicrage cevees (CCs, DVDs. Goppy dsketies, extemal hard grves,

&1¢ ) sicred physicaily apast from pager fles with appropnate temperature and humidy controls pario.cally reviewes for cbsolescence, and

¢ neeged. marated 1o New SOrage media?

23 This numoer 15 for Pnvacy Act (PA) 8 Pasonally [cart€ade infomaten | Py

a3 Are Physical PA & Pll records orotecied so that the securty & con‘identaity of the info presarved?

b Are e-records password protecied & dccess cordrolled for these havng 3 need-to-know?

24 Are emall records s3ved o the approcrate manner 1o nclude 3l Encd, Atch , Apcendces et ?

25 Are temperary email records kess than @ morths 120 days retenton may retained on Mroso® (MS) Outlook. but separated from non-

record materal? NOTE' Does not have 10 te saved n Aoode Portabie Document Format (POF)

22 Are 3l e-reconos Lot temcarary nd  permanent &mail racoms saved m PCF?

27 Are pecsonal papess [=x103) maintaned separawely rom off¢:al recerds?

22 \Vhen matters o ¢*fcual business ar2 mcduded n parsonal casrespondence. s the posticn oNTEMnG 0Fcal business extracted and made

par: of the offcial records?

28 Are prnmary metadata %elds 'columns complete 3nd acaurate? (1) Namre; (2) Acton, (3) Cocumeet Type; (4) GFC SYM, (£) Cutof, (8) Cutot
Lenaoth (7) Cate Cutef (8) Record No-Tale (9) Precedence & (10) Resmetons
Disposition (Litigation/Transfer/Destruction) Yes No NA
30 Are records wih dsccsten of no longer needed, superseced, obsolete, resonced, and less than 1 year deleted?
31. Are all requred metadata comrect and complete? (Record No. Ttle:Cutof. Cuto® Length: Date Cuto*f Precedence: Restrctons 8 Class )
32, Hawe record sets from ETMS2 or other locatons been msered nto RM Form 15, USFK Record Sets Form?

33, Hawve records on lt,gatcn been placed on hold untl writen auther 2aton from USFK Juoge Adwocate OFce o cestroy?
33 Has proper documentaon (SF 135/SF 252 ARCIS) been compieted for ransfer & retrement o records ?

COMMERNTS (Use Page 02 for comments)
DATE OF ASSESSMENT BY RC: RC SIGNATURE DATE OF STAFF ASST VISIT BY CRIM: | CRIM SIGNATURE
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RM FORM 11, USFK RM ASSESSMENT CHECKLIST (CONTINUED)

COMMENTS:
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ENCLOSURE E

RM FORM 10, USFK ESSENTIAL RECORDS PROTECTION PLAN CHECKLIST

USFK Essential Records (ER) Protection Plan and Checklist

SECTION | - GENERAL INFORMATION
Org/Off Sym: Chief Office of Records (COR):

Records Custodian (RC): Phone:

Purpose: This ER Protction Plan & Checklist outines actions to be taken to prevent damage to an office
of records’ ER, and the recovery of these records if necessary. The following records are deemed ER:

Sarion Tibe LocabBam POC Nss® & EmwOwTY oM Twpe
No .8 (Exchronic. THpe,
Farm, sic.)

Form available at USFK Records Management (RM) SharePoint Online site under “RM Eorng’ button
NOTE: Plan must be handled as a ‘VR" vath 2 naming convention of
“0500-040_FKXX_RM-10-ER-Protection-Plan-Checklist_YYYYMMDO.pdf".

SECTION Il - DISASTER PREVENTION

No. | Title

Storage of Records. Records will not be stored in contact with electncal or fire alann systems or where they

will obstruct any exit, access panel, or fire extinguisher. Precaution will be taken while eating/drinking around

records. Any water leaks. rodents. insects will be reported immediately to the facility manager to be fixed.

Fire Prevention. Good housekeeping and prompt elimination of fire hazards are essential. Electrical outlets
will not be overioaded and extension cords should not be used on a permanent, and/or constant bass. All

2 | office perscnnel are expected to be familiar with the location and operations of all fire alarms, fire

extinguishers, emergency exits, and evacuation plans.

Monitoring for Water Leaks. Water leaks will b2 reported immediately to the facility/building manager. If
3 records are atrisk of be:ng damaged, remove them 1o an altemate location to ensure proper care
4 Insects/Rodents. All food/beverages will be stored properly to reduce the possibility of insect or rodent
infestation
SECTION Ill - PLAN OF ACTION FOR EMERGENCY SITUATIONS
In the event of any natural or manmade disasters, human life must be the number one pricrity. Take all necessary
precaytions to protect human life_prior tg office resources.
F Lyaone::evw'%mm—lﬁngn'waaﬂ?&‘mmmmmmv—c T Ve 3 STUTIVE WIS =T, F3 &3
protect them from petential water damage.
Fire. YWhen a fire is discovered, the proper authonties should be contacted. The utmost important safety
o |precaution is to ensure the safety of human life. Once the fire has been extinguished and the building is safe to

be occupied again, every attempt should be made to recover Essential Records. Water damage may have
occumed due to g fire (see #3 below)
Water Damaged Records. Short of destruction from fire or explosion water damage is considered the most
severe to records. Place pieces of paper towels or unprinted newsprint under each damaged sheet. If
3 | damage is only slight, records may be fanned or air-dned. For more severe damage, the records may have a
need to be frozen. Contact the base records manager to determine the best method to recover records after
water damage has occurred: freezing or drying.
4 Bomb Threats. The individual receiving the bomb threat phone call should make every attempt to write down
the exact words of the caller by utiliZing the local form that should be located at every telechone.
Information Technology/Cyber Attacks. Follow your local network incident reporting procedures and notify
5 your information secunty officer and chain of command

Name/Rank: Signature: Date:

1
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RM FORM 10, USFK ER PROTECTION PLAN CHECKLIST (CONTINUED)

SECTION IV- CHECKLIST

Action
No.

Category of Emergency
Title

Check
Off

CYCLONE/SEVERE STORM WARHNING

Place records into plastic bags for protection

Monitor situation for water leakage, flooding, sewer blockage, or other water related

FIRE

Alert personnel of fire

Contact emergency personnz2l by dialing:
3. PMQ: 755-3004 / 3005 1 3601

b. Ambulance: 116/ 119

c. Fire Depl: 911 or 738-5020/ 5200

FOLLOWING THE FIRE/WATER DAMAGED RECORDS

Enter building once buiding is cleared

Handle charred or water damaged records with exreme care

Place records on paper towels or newspaper. Move records by comers of paper towels or

&l W N =

Divide records into 3 categories; 1) records to be frozen 2) records to be fan dried, and 3)
records requiring no special treatment

Make arrangements for passible relocation of records

BOMB THREATS

Winte dewn exact wording of the cafler. Utilize the Bomb Threat Aid, (located next to each
telephone) to request specifics about the device

INFORMATION TECHNOLOGYI/CYBER ATTACKS

Follow local network incident reporting procedures. Also, notfy your informaticn assurance
officer and chain of command of the attack.

2

Ensure the information assurance officer runs the latest anit-virus/cyber attack software.

Comments:

Name/Rank: Signature: Date:
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GLOSSARY
DEFINITIONS

Capstone approach. NARA’s recommended method to managing email records as
permanent records per General Records Schedule 6.1, Email Managed under a
Capstone Approach.

USFKI 5760.01A
01 May 2026

Command Records Manager (CRM). The records manager responsible for the entire
US Indo-Pacific Command RM program and its Direct Reporting Units, and Sub Unified
Commands and provides the planning, directing, controlling, organizing, training,
promoting and managing of records.

Command Records and Information Manager (CRIM). The records officer
responsible for the entire USFK RM program providing the planning, directing,
controlling, organizing, training, promoting and managing of records.

electronic Documents-Records (eDR). Headquarters USFK's official electronic
records repository.

electronic Records (eRecords). Any information that is recorded in a form that only a
computer can process and that satisfies the definition of a Federal record under the
Federal Records Act. The term includes both record content and associated metadata
that the agency determines is required to meet agency business needs.

Essential Records (ER). Records an agency needs to meet operational responsibilities
under national security emergencies or other emergency conditions (emergency
operating records) or to protect the legal and financial rights of the Government and
those affected by Government activities (legal and financial rights records).”

File Plan. A plan designating the physical location(s) at which an agency’s files are to

be maintained, the specific types of files to be maintained there, and the organizational
element(s) having custodial responsibility. Also: A document containing the identifying

number, title or description, and disposition authority of files held in an office.

Office of record. The office or administrative unit within which records are created or
received and accumulated in the course of its principal activity.

Principal Records Officer (PRO). The records officer responsible for the overseeing
the Records Custodians assigned to their principal’ (directorate/special staff) office of
records.

Record. Includes all recorded information, regardless of form or characteristics, made or
received by a federal agency under federal law or in connection with the transaction of public
business and preserved or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the United States Government or because of the

GL-1 Glossary
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informational value of data in them.

Records Custodian (RC). The records manager assigned to an office of record.

Records Management (RM). The planning, controlling, directing, organizing, training,
promoting, and other managerial activities related to the creation, maintenance and use,
and disposition of records to achieve adequate and proper documentation of federal policies
and transactions, and effective and economical management of the agency operations.

Senior Records Officer (SRO). The records official responsible for the overall USFK
RM program ensuring that the USFK CRIM properly administers, manages, and
executes the RM program command wide; the USFK SRO is the Secretary Joint Staff
(SJS).

GL-2 Glossary
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